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Abstract— Integrity monitoring is considered now as an 

important part of an autonomous navigation system. 

Localization sensors faults, due to systematic malfunctioning, 

require integrity reinforcement of multi-sources information 

fusion method through systematic analysis and reconfiguration 

method in order to exclude the erroneous information from the 

fusion procedure. In this paper, we propose a method to detect 

faults of the GPS signals by using an information filter with a 

probability test. In order to detect faults, consistency is 

examined through a log likelihood ratio of the information 

innovation of each satellite using mutual information concept. 

Through GPS measurements and the application of the 

receiver autonomous integrity monitoring (RAIM), the current 

study illustrates the performance of the proposed fault 

detection algorithm and the pertinence of the reconfiguration 

of the multi-sources information data fusion. 

I. INTRODUCTION 

Autonomous navigation system requires a safety 

positioning system. When leading safety, positioning services 

not only need to provide an estimate of the vehicle location, 

but also uncertainty estimation. In practice, an upper bound 

on the positioning error, representing a measure of 

confidence in the accuracy of the position, so called 

positioning integrity, is required to determine if a positioning 

system can be used for a given task. A Global Navigation 

Satellite System (GNSS) based positioning uses satellites 

measurements to determine position. Usually, used 

measurements are the code phase and carrier phase [1] [2] 

[3]. These measurements enable to calculate the ranges 

between the satellites and the receiver antenna. In reality, 

they are contaminated by various error sources in addition to 

those due to the lack of synchronization between the receiver 

and satellite clocks.  

 

GNSS integrity can be monitored with a pure stand-alone 

approach referred to a receiver autonomous integrity 

monitoring (RAIM). To date significant research effort has 

been directed towards the development of Faults Detection 

(FD) algorithms and techniques for RAIM based on code 

phase (pseudo-range) measurements. The various RAIM 

algorithms in the literature are largely the same in principle 
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with the differences mainly being in the construction of test 

statistics, characterization of their distribution and definition 

of thresholds [4] [5]. Example tests applied include ratio, t-

distribution, F-distribution and Chi-square distribution [6]. 

Such FD algorithms are based on a number of assumptions 

such as residual errors being independent. In addition, the 

assumptions that underpin these tests have weaknesses. These 

include the application of a fixed threshold for all scenarios, 

and therefore, not always able to provide an acceptable 

integrity level. In addition, in this residual test scheme, 

picking out the sporadic errors is easy, but detecting the 

gradually increasing error in the measurement is not. Another 

strong assumption of these kinds of FD methods, they 

assume usually a single satellite failure and they not able to 

detect multiple faults satellites measurements.  

Generally, FD methods are approached in a statistical manner 

using a stochastic approach through Kalman filtering [7]. 

Information Filter (IF), which is the informational form of the 

Kalman filter (KF), has proved to be attractive for multi-

sources information fusion, like in [8], [9] or [10]. The IF 

uses an information matrix (Fisher matrix) and an 

information vector to represent the co-variance matrix and 

the state vector usually used in a KF. This difference in 

representation makes the IF superior to the KF concerning 

multiple information sources fusion, as computations are 

simpler and make the Fault Detection and Exclusion (FDE), 

based on distributed IF, more computationally efficiently [11] 

[12].  

In this paper, a new GNSS integrity monitoring method is 

presented by applying a nonlinear IF (NIF) and a Log 

Likelihood Ratio (LLR) test. Specifically, the presented FDE 

scheme takes advantage of the highly sensitive LLR change 

between a predicted position confidence represented by a 

“Fisher matrix” and a set of subsystems corrected position 

confidence represented also by a set of Fisher matrices. 

Particularly, the proposed FDE performance is notable in the 

case of multi-faults situation.  

This paper is organized as follows: Section 2 briefly 
introduces the general principle and structure of FDE based 
on distributed IF, which presents a preliminary discussion for 
the succeeding equation development. In Section 3, a detailed 
GPS integrity monitoring algorithm that employs 
complementary IF and ratio test is illustrated. Test and 
validation using real GPS measurement data is presented in 
Section 4, followed by the conclusion in Section 5. 
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II. INFORMATION FILTERING AND INFORMATION 

QUANTIFICATION 

A. Information filter 

Consider a system evolving in a standard linear form: 

                  (1) 

     : the state vector, 

  : the state transition matrix,  

     : the process noise modeled as an uncorrelated white 

noise with                      . 

The observation is modeled in a non linear form a s follow:  

                  (2) 

     : the observation vector, 

     : the observation model function, and H its jacobian 

     : the observation noise also modeled as an uncorrelated 

white noise with                       . 

A classical Kalman Filter usually deals with the estimation 

of states        and the variance       . The IF considers the 

information state vector     ) and information matrix        

(Fisher matrix), defined as:  

                      (3) 

  

                (4) 

The information measures are expressed:  

                      (5) 
  

                      (6) 

 

     containing the contribution in term of information of an 

observation     .      is the associated information matrix. 

The couple (( ) ,  ( )) is in this paper called Information 

Contribution (ICi)) of the observation  .  
 

With these definitions, the IF is described in two classical 

Prediction/Correction steps:  

Prediction:  

         
                                

(7) 

  

                              (8) 

Correction:  

                      (9) 

   

                      (10) 

B. Multiple information sources filtering 

In multiple sensors problems, in case of a classical KF form:  

                                     (11) 

the estimate does not represent a linear combination of 

contributions from individual sensors :  

      

          

    

 

   

                           

(12) 

(with       independent gain matrices). Because they share 

common information through the prediction          , the 

innovation generated from each sensor is correlated. 

 

In information form, estimates can be constructed from 

linear combinations of observation information. 

                        

 

   

 (13) 

                       

 

   

 (14) 

It is because information terms       from each sensor are 

assumed to be uncorrelated. Now it is straightforward to 

evaluate the impact of each sensor in the correction of the 

estimation. Each sensor node simply generates the 

information terms      .  

C. Mutual Information 

A well known concept of Information Theory, the Mutual 

Information (MI), can be used to evaluate the information 

impact of each observation. The MI,       , is an a priori 

measure of the information that   will gain with a set of 

measurements           

        is defined in [13] as: 

            
      

    
  (15) 

In its entropic form :  

                     (16) 

In [14] and [15], the entropy for a multivariate Gaussian 

distribution is presented as half the log-determinant of the 

covariance.  

       
 

 
  

      

        
 (17) 

We define a first LLR test (LLR1) the Global Observation 

Mutual Information (GOMI), considering      as the 

prediction covariance and        as the corrected 

covariance, with   representing all the observations. The 

GOMI is, in information form: 

       
 

 
  

                  
    

           
 (18) 



  

We define a second LLR test (LLR2) the Partial Observation 

Mutual Information (POMI). It takes in account all sources 

except the information term of sensor  . 

        
 

 
  

                  
   
   

 

           
 

(19) 

By comparing the information matrix without and with all 

oservations LLR1 is an adapted residual for faults detection, 

and LLR2, excluding one by one each observation, isolates 

the faulty observation. 

III.  MULTI FAULTS DETECTION AND EXCLUSION: 

APPLICATION TO GNSS INTEGRITY MONITORING 

A. State space representation for GNSS Positioning  

GNSS positioning with pseudo-range is a Time of Arrival 

method [16]. Pseudo-ranges are the distances between 

visible satellites and the receiver plus the unknown 

difference between the receiver clock and the GNSS time. 

Thus, GNSS positioning is a four dimensional problem: the 

3D coordinates (        ) of the user and the clock offset     

are unknown. 

As described in [17], the process model depends on the 

dynamical characteristics of the vehicle. The system is 

assumed to evolve according to the equation:  

                     (20) 

Where the state vector is composed of the eight following 

variables:  

     

                                                   
  (21) 

        representing the receiver position,          the 

velocity in Earth Centered Earth Fixed (ECEF) frame,    the 

clock range and     the clock drift. 

The measurement noise      is assumed to be time 

invariant.         , and to be a white Gaussian noise with 

covariance matrix  . 

The observation            of each satellite  , is calculated 

thanks to broadcasted ephemeris. The atmospheric errors are 

also modeled         
           

  . The pseudo-range can be 

modeled as follow:  

  
                              

                   
           

   
(22) 

Being non-linear, the observation model is linearised around 

the predicted state        to obtain an observation matrix:  
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with  
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and  

 

   
            

 
         

 
         

 
 

 

(27) 

Each satellite noise is assumed to be uncorrelated with all 

others. So, the noise described as follow          is 

simply represented by a diagonal time-invariant matrix R: 

B. Principle of the FDE method 

As shown in figure 1, most of classical GNSS FDE 

algorithms use a bank of subsystem filters to identify and to 

exclude a faulty satellite. These approaches present many 

inconvenient such as the difficulty to detect more than one 

failure, and a high computational time cost.   

 

Figure 1.  Classical GNSS Integrity Monitoring schema 

The proposed methodology fits on the classical FDE 

framework, based on Unknown Input Observers (UIO), but 

acting in the FDE stage instead of duplicating the filters.  

The proposed method illustrated by figure 2 and figure 3, is 

based on the construction of a set of UIO residuals based on 

information filtering. The information filter makes possible 

to quantify the information contribution of each 

measurement. The aim is to generate a panel of LLR tests 

based on information contribution of each measurement. 

This set of tests permits  to detect and to exclude up to two 

faulty satellites upstream, by comparing the consistency 

between the confidence on the IF prediction and the 



  

confidence of the n-1 observations, where n matches with 

the number of available satellites.  

 
Figure 2.  Fault detection system structure based on the IF approach 

In figure 2, the general concept is illustrated, a FDE stage 

receives range measurements from the GNSS receiver, and 

use the prediction to detect and exclude the faulty satellites 

before the correction step. This stage is represented by the 

shaded area in the figure 3. 

 

 
Figure 3.  GPS integrity monitoring using IF-based LLR test 

In figure 3, when new raw data are available, n Information 

Contribution (IC1 … ICn) (Eq. 5 & Eq.6) are computed 

corresponding to each observation. LLR1 defined in Eq.18, 

the GOMI, is then computed using the n IC and the 

predicted Fisher Matrix (Eq. 7). LLR1 test permits to detect 

the inconsistency of an observation. 

If a fault is detected, n-1 LLR2 tests (Eq. 19), are computed 

using n-1 satellites (n must at least equal five). These 

different POMIs are used to isolate and exclude the faulty 

satellite measurement from the set of Information 

Contribution. 

To detect several simultaneous faults, the process is 

reiterated from the GOMI computation to the exclusion step 

until no fault is detected. Then, the non faulty satellites list is 

communicated to the correction step. 

This process is similar to the classical UOI method.  

However, as demonstrated in the experimental results, it 

reduces significantly the complexity of the FDE structure 

thanks to the key advantage of Eq.13 and Eq.14 

IV. EXPERIMENTAL RESULTS 

In order to test the performance of the FDE approach, real 

data acquisition has been carried out with CyCab vehicle 

produced by Robosoft (www.robosoft.fr) embedding several 

sensors. In this work, measurements of GPS RTK Thales 

Sagitta 02 system and open GPS Septentrio Polarx2e@ 

(Figure 4) are used. 

 

 

Figure 4.   Experimental vehicle. 

The data acquisition has been carried out around LAGIS 

Lab. of the University Lille1. The trajectory is about 250 

meters and 330 epochs. 

During these experiments we deliberatly choose a constraint 

area to obtain Non Line of Sight (NLOS) phenomena. As 

shown in red in figure 5, when the positionning system takes 

in consideration all visible satellite without a FDE stage, a 

bias in the positionning process is observed specially near to 

the trajectory section surrounded by trees and nearby 

building. To compare, the trajectory reference given by a 

centimetric accuracy GPS is plotted in green in the same 

figure.  

 

 
Figure 5.  Reference trajectory in green vs EKF without FDE in red 

In figure 6, the results of the detection process are presented 

for the set of visible satellites during the test trajectory. 

GOMI concept, introduced in section 2, helps to auto-

threshold information contribution of all satellites. After few 

steps of initialization, the contribution of each satellite goes 

to “stabilize” around a value.  



  

The different surges of information contribution, observed in 

figure 6, are correlated with the occurrence of a faulty 

satellite as shown in figure 7. The IC of the faulty satellite is 

overestimated because a satellite NLOS wave overestimates 

the corresponding satellite pseudo-range. This IC becomes 

inconsistent, and need to be excluded.  

This trajectory test represents an interesting case of study. In 

the figure 6, one can see the appearance of multiple 

simultaneous faulty satellites in the highlighted epochs 166 

to 177 and 213 to 217.  

 

 
Figure 6.  Global Observation Mutual Information before detection 

 

Figure 7.  Visible Satellites 

In figure 8, one can see the identification of faulty satellites 

during the whole test trajectory. The surges of POMI of 

satellites 4 and 9 represented respectively in magenta and 

red appear obviously. 

 
Figure 8.  Partials Observation Mutual Information for Identification. 

Also, in the figure 8, the detection and identification is 

performed even when the fault type is given by a ramp type 

error (ramp errors start at epoch 250).  

Then, the looped process of detection, identification and 

exclusion, is ended when no more faults are detected by the 

GOMI, which become after FDE as in figure 9. 

 

Figure 9.  Global Observation Mutual Information after exclusion 

Figure 10 shows the performance of the fusion with FDE 

after exclusion of satellites 4 and 9 from the fusion 

procedure. We note that the computed trajectory in blue is 

close to the GPS RTK trajectory showed in green. 

 
Figure 10.   Reference trajectory in green vs IF without FDE in blue 

In figure 11, a classical KF Mono-FDE approach result is 

compared to reference. When two simultaneous faults occur 

only one is detected and exclude, so the other one still 

corrupts the positioning mission. 

 
Figure 11.  Reference trajectory in green vs EKF with Mono-FDE in 

magenta 



  

 

Figure 12.  Computational Time for the different approaches 

 

The figure 12 illustrates the performance of the proposed 

approach in term of computational time compare to a 

classical one based on a bank of subfilters using KF. One 

can see that FDE proposed method is highly computational 

efficent comparing to the classical one,that in the same 

material condition (same processor, memory …) and for the 

same trajectory. 

V. CONCLUSION AND FUTURES WORKS 

 

This paper proposes a new pseudo-range based integrity 

monitoring algorithm for high-accuracy positioning using IF. 

The robustness and reliability of the proposed approach 

integrates Fault Detection stage by using NIF and LLR test 

using mutual information. The proposed method makes it 

possible to detect multi-faults GNSS measurements without 

heuristic thresholding step. It permits an automatic 

reconfiguration of the fusion procedure in order to exclude 

the faulty measures.  

The evaluation of proposed approach is conducted through 

real GPS measurements data for 250 meters (330 epochs). In 

the presented test trajectory, results demonstrate 

performance of the proposed approach in detecting GPS 

instantaneously simultaneous GPS measurement faults 

detection and then the fusion method reconfiguration. One 

can see also that the proposed approach successfully 

demonstrated that it can detect the GPS measurement fault 

when error is gradually increasing. 

The presented results show also that the benefit of using the 

IF is to make the FDE step more computationally efficiently 

comparing to the KF based FDE methods. 

In future work, our objectives are to integrate carrier phase 

measurement in the observation model and to address the 

use of multiple GNSS systems to improve performance and 

integrity. For example, using both GPS Ll/L2 and 

GLONASS Ll/L2 signals.  
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